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Avaya Aura Session Manager 6.0

Introduction

This document is intended to support you with the integration of the XCAPI Version 3.3.161
into an existing environment of the Avaya Aura Session Manager. Though being based on
version 6.0 of the Avaya Aura environment it should be applicable to lower versions, given a
few adjustments.

In the following sections we describe the essential steps of configuration to allow for optimal
cooperation of the XCAPI and the Avaya Aura Session Manager by using the SIP protocol stack
via TLS and SRTP for media encryption. This configuration example can be easily adapted to
plain SIP trunking via TCP.

At this point we suppose that the Avaya Aura Session Manager and Avaya Communication
Manager, the hardware the XCAPI is running on, and both the XCAPI and your CAPI applica-
tions are already installed properly. For some extended information on installation procedures
please refer to the respective manuals. A short installation manual for the XCAPI is available
at the XCAPI Website.

XCAPI Configuration

Please start up the XCAPI configuration to create a new controller assigned to the Avaya Aura
Session Manager. If you've just installed the XCAPI and start the configuration tool for the
first time, the XCAPI Controller Wizard will pop up automatically. This will also happen if
there's no controller configured at all. To start up the XCAPI Controller Wizard on your own,
just click the hyperlink labelled Click here to add a controller on the main page of the
XCAPI configuration tool. On the first page of the Controller Wizard please select the Add
Voice-over-IP controller (VoIP) option and continue by clicking on the Next button.

Controller Wizard x|

Add new controller
Welcome to the XCAPI Controller Wizard

Welcome to the XCAPI Controller Wizard

This wizard will guide you through the process of adding a new Voice-over-IP or
ISDN Controller to the configuration.

Please select one of the options below and dick Next to continue, or Cancel to exit
the Wizard.

@ Add Yaice-over-IP controller [ValP]
Use a Network-Interface-Controller (NIC) to integrate this system into 2
Voice-over-IP environment.

" Add ISDN controller
Use a CAPI 2.0 compatible ISDN-Controller to connect this system to the ISDN.

= Back: | Mext > I Cancel
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2.1 Network Interface

On this page of the XCAPI Controller Wizard you can select the network adapter you want to
bind to the XCAPI controller.

Controller Wizard x|

Add new controller
Select the network interface

Since each terminal and gateway requires a physical connection to the voice-over-ip
network, your i troler (nic) with a ink to this
netwark. Please selecta certain ric from the list below.

Gigabit Network Connection (...

< Back | Mext > I Cancel

2.2 Voice-over-IP Environment

The next dialog of the configuration tool shows a list of some common Voice-over-IP
environments. Selecting one of those will configure the XCAPI with a selection of near-optimal
presets for the kind of environment you have, sparing you quite a lot of manual configuration.
Please select the Avaya SES (Session Manager is not implemented yet) option here.

Controller Wizard x|

Add new controller
Select the Voice-over-IP environment

Select the environment for the new controller to operate in. If the list below does
not contain your PEX you should select a compatible or one of the generic
environments.

Aastra OpenCom 1000 d
Alcatel-Lucent OmniPCX Enterprise (OXE)
Alcatel-Lucent OmniPCX Office (OXO)

Asterisk
AudioCodes Mediant

Avaya Communication Manager

bero=fix Series
brekeke SIP Server fbrekeke PBX

Cisrn CallMananer Fxnress j
< Back | Mext > I Cancel |
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2.3 User Information

No user information is necessary for setting up the XCAPI as Trusted Host within the Avaya
Aura Session Manager configuration.

Controller Wizard x|
Add new controller
Provide SIP user information
The te devi quir user to il fide the
appropriate user i Hon. If you enter [ tion it probably won't be

possible to communicate with the remote device.

Username (STP-ID)

Passward (SIP-PASSWORD)
Displayname

Organization

< Back | Mext > I Cancel

2.4 IP Address of the Session Manager

In the dialog Network Address please provide the IP address of the SM-100 interface of your
Avaya Aura Session Manager.

Controller Wizard x|

Add new controller
Provide the address of the Avaya SES system

Provide the hostname or the IP address of the Avaya SES in the network. If there is
more than one Avaya SES present in the netwark be sure to provide the Hostname
or the IP address of the Avaya SES that you want to use.

Metwork Address 192.168.1.199
< Back | MNext > I Cancel
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2.5 Description and Channels

Next, please enter how many simultaneous connections the XCAPI should handle when

communicating with the Session Manager.

Controller Wizard

Add new controller
Provide a description and select the number of channels

x|

h troll =

Please enter i ipti

channels should be available for applications. Please consider that the effective
number of available channels depend on the installed licence.

IAvaya Aura Session Manager

——

<§ad<| uext>|

2.6 Confirmation

The final dialog of the Controller Wizard performs some chec

ks on the configuration

parameters you've made. If any errors are detected here, you can go back to the respective
dialogs and correct the necessary input. If everything is correct please use the finish button in

order to finally create the new controller.

Controller Wizard

Add new controller
Confirm that the provided information is correct

|

Click Finish to add the new controller with the configuration you have had made.

<ek | emsh |
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The controller you've just created now will appear on the main page of the XCAPI
configuration. As we're now finished with all XCAPI-related configuration tasks, please save
the changes you've made and exit the configuration tool.

¥4l XCAPT Configuration -0 x
7

File View Help

jalFEe|e

CAPI

voiceoverlP

Licences
& XCAPI 1000 Lines + Fax
Connections: 1000 [H.323: 1000, 5I1P: 1000), G.729: 1000, T.38: 1000 and Softtax: 1000

Click here to manage licences

Controller
@@p  Avaya Aura Session Manager (192.168.1.61)
& 30 lines using TTU G.711 A-Law [64 kbit] (8000 Hz), TTU G.711 p-Law [64 kbit] (8000 Hz), T.38 - UDP and TelephoneEvent
using sip-proxy "192.168.1.199" at domain “te-systems.de”
Disable X Remove Move up Move down

Click here to add a controller

Trace

Disabled
Cunently not collecting diagnostic information.
Click here to analyze the trace now

Click here to start the trace

I 4

You need to restart the bound CAPI applications to take effect on any controller

‘ y changes.
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System Manager Configuration

In order to establish the communication between the XCAPI and the Avaya Aura Session
Manager using the SIP protocol, you need to add the XCAPI as SIP Entity with all its according
configurations.

The configuration of this examples communication manager part is not described at all. We
assume that the related trunk and routing configuration harmonize to your VolP environment.

3.1 Domains

This Session Manager environment uses the SIP domain te-systems.de for allowing domain-
based routings.

AVAyA Avaya Aura™ System Manager 6.0

} Elements Domain Management

P E it
e E;irtl New Dup[icatel De[etal More Actions '|

} Groups & Roles

Licenses

1 Item Refresh Filter: Enable
™ Routing u | Name ‘ Type | Default ‘ Notes
Domains T te-systems.de sip
Locations
Select : All, None
Adaptations
SIP Entities
Entity Links
Time Ranges

Routing Policies
Dial Patterns
Regular Expressions
Defaults

} Security

} System Manager Data

F Users
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3.2 Locations

The location for this example is named Laboratory Test Location.

Elements Location

E L
— ﬂl New Dupﬁcatel De[etel More Actions ~

Groups & Roles

Licenses

1 Item Refresh Filter: Enable
Routing r ‘ Name Notes
Domains [T Laboratory Test Location
Locations
Select : All, None
Adaptations
SIP Entities
Entity Links
Time Ranges

Routing Policies
Dial Patterns
Regular Expressions

Defaults

b Security

} System Manager Data

b Users

The location details are used with their default values.

Elements Location Details
Events
Groups & Roles General
Licenses * Name: ‘Laborator\/ Test Location |
Routing Notes: ‘ |
Domains
Locations Managed Bandwidth: l:l
Adaptatid .
aptations * Average Bandwidth per Call:
SIP Entities
Entity Links )
Location Pattern
Time Ranges
Routing Policies ﬂl _vel
5 0 Items Refresh Filter: Enable
Dial Patterns r | 1 add [r—

Regular Expressions

Defaults * Input Required

F Security

} System Manager Data

b Users

I —
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3.3 Adaptations

The adaptations for these environment SIP entities are used as shown next.

} Elements Adaptations

P E i
— E;irtl New Dup[icatel De[etel More Actions =

b Groups & Roles

Licenses

2 Items  Refresh Filter: Enable
~ Routing ™ Name | Module name Egress URI Parameters | Notes ‘
Domains I AcMme4so DigitConversionAdapter_te-systems.de
Locations I xssaA XSSAAdapter_te-systems.de

Adaptations Select : All,None
SIP Entities

Entity Links

Time Ranges

Routing Policies

Dial Patterns

Regular Expressions

Defaults

} Security

b System Manager Data

b Users

The digit conversion for incoming and outgoing calls from/to the Session Manager is used as
follows. The Matching Pattern 1 isrelated to the clients of the communication manager whilst
the Matching Pattern 77 is used for matching the application.

Home / Routing / Adaptations / Adaptation Details

Adaptation Details Commit| Cancel

General

* Adaptation name: |ACMG450 |

Module name: | D\g|tCnrwers\onAdapterﬁte—systems.deLl

Module parameter: | |

Egress URI | |

Notes: | |

Digit Conversion for Incoming Calls to SM

ﬂl Remove

1 Item Refresh Filter: Enable
- Il-h;hl’dh:r-A‘lﬁ ‘Ilax ‘l)deh:l)-ﬁs |l-s-=r||)i.j|s ‘.Inltlnssh:-lnﬁfv |Ihlus
LIS U T T | I L ] [eeh [ I |

Select : All, None

Digit Conversion for Outgoing Calls from SM

ﬂl Remove

1 Item Refresh Filter: Enable
I | Matching Pattern . Min  Max  DeleteDigits | Insert Digits | Address to modify | Notes
| W N T | O both  [=f [ |

Select : All, None

www.te-systems.de phone +49 5363 8195-0 fax +49 5363 8195-999 TE-SYSTEMS

competence in e-communications.



Avaya Aura Session Manager 6.0

Adaptation Details Commit| Cancel

General

* Adaptation name: |XSSA |

Module name: | ¥SSAAdapter_te-systems.de ;I

Module parameter: | |

Egress URI | |

Notes: | |

Digit Conversion for Incoming Calls to SM

&I Remove

1 Item Refresh Filter: Enable
- Ilal:hgl’mr-A‘lﬁ ‘Ilax ‘Ddﬂ;el)lﬂs |l-gen|)igi|s ‘mr&shm |||nus
L 7 2 I T T | I L ] [een I |

Select : All, None

Digit Conversion for Qutgoing Calls from SM

ﬂl Remave

1 Item Refresh Filter: Enable
I Il-lhl’aller-.‘lﬁ ‘Ilax ‘mnﬁs |l-s-er||)i;ﬂs ‘.Inlilnssh-nﬁfv |l|uns
| 72N I W I T | OO L] fbah ] I |

Select : All, None

3.4 SIP Entities

This example's SIP Entities (Communication Manager, Session Manager and the XCAPI/XSSA)
are used as shown next.

b Elements SIP Entities

P E it
- E;irtl New Duplfcatel Deletel More Actions ~

b Groups & Roles

Lii il
ICENSES 4 Items Refresh Filter: Enable
¥ Routing u | Name ‘ FQDN or IP Address Type Notes
Domains [T ACMG450 192.168.1.126 cMm
Locations I~ AsM 192.168.1.198 3??.?3;
Adaptations [T xssa 192.168.1.61 Qther
SIP Entities
Select : All, None
Entity Links
Time Ranges

Routing Policies
Dial Patterns
Regular Expressions

Defaults

b Security

} System Manager Data

b Users
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Elements
Events
Groups & Roles

Licenses

Routing

Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies

Dial Patterns

Regular Expressions
Defaults
Security

System Manager Data

Users

Help

Help for SIP Entity Details fields

Help for Committing configuration
changes

SIP Entity Details Commit| Cancel

General

* Name: ASM |

* FQDN or IP Address: [192.168.1.199 |

Type:

Notes: | ‘

Location: |Laboratory Test Location ¥
Outbound Proxy: [ x|

Time Zone: |Europe/Berlin x|

Credential name: |

SIP Link Monitoring

SIP Link itoril Use Session Manager Configuration ;'

Entity Links

Add| Remove!

3 Items Refresh Filter: Enable
r | SIP Entity 1 ‘ Protocol ‘ Port ‘ SIP Entity 2 | Port | Trusted
N [asm[=] s - *|5061 AcMGaso [« | *|5061 &

I lasm -] Ts - *[s061 | [xssa =] *[s061 | Z

Select : All, None

Port

Add| Remove!

2 Items Refresh Filter: Enable
I | port - | Protocol | Default Domain | Notes
I [s081 s = te-systems.de = | [ |

Select : All, None
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Elements

Evenis

b Groups & Roles

Licenses

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies

Dial Patterns

Regular Expressions
Defaults

b Security

} System Manager Data

b Users

Help

Help for SIP Entity Details fields

Help for Committing configuration
changes

SIP Entity Details

General

* Name:

* FQDN or IP Address:

Tvpe:

Notes:

Adaptation: ACMG450 =
Location: Laboratory Test Location =

Time Zone: Europe/Berlin

Override Port & Transport with DNS Iul

SRV:

* SIP Timer B/F (in seconds).

Credential name:

Call Detail Recording:

SIP Link Monitoring

SIP Link Monitoring: Use Session Manager Ccnﬁguration;l

Entity Links
Add| Remove
1 Item Refresh Filter: Enable
‘Eﬂi'l ||rm|_n||r-1 ‘EII'Eﬂi'Z ‘P-I Trusted
r [asm <] TS - *[5061 [acmGaso -] *[5061 &

Select : All, None

* Input Required

Commit] Cancel|
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Elements
Events
Groups & Roles

Licenses

¥ Routing

Domains

Locations
Adaptations

SIP Entities

Entity Links

Time Ranges
Routing Policies
Dial Patterns
Regular Expressions
Defaults

» Security

} System Manager Data

b Users

Help

Help for SIP Entity Details fields

Help for Committing configuration
changes

For running plain SIP trunks via TCP, please use the SIP protocol stack with its
default port (5060) for the Entity Links.

www.te-systems.de

SIP Entity Details

General

* Name:

* FQDN or IP Address:

Type:

Notes:

Adaptation
Location:

Time Zone:

Commit] Cancel|

|xssa |

: [192.168.1.61 |

:
|

XCAPI =
Laboratory Test Location »

H |Eurcpe,’Berhn ;I

Override Port & Transport with DNS Inl
SRV:

* SIP Timer B/F (in seconds):
Credential name:

Call Detail Recording:

SIP Link Monitoring
SIP Link Monitoring

|

H |Use Session Manager Ccnﬁguratmn;'

Entity Links

Add| Remove|

1 Item Refresh Filter: Enable
u | SIP Entity 1 | Protocol | Port ‘ SIP Entity 2 | Port ‘ Trusted
r |asm[=] Ts =] *|s0s1 XSSA -] +[sos1 ¥

Select : All, None

phone +49 5363 8195-0
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3.5 Entity Links

The Entity Links, one for the communication manager and the other for the XCAPI/XSSA, are
related to the TLS protocol with its default port 5061.

Home / Routing / Entity Links

Elements Entity Links

Fvents E;irtl MNew Dup[icatel De[etel More Actions "|

Groups & Roles

Li -
Ieenses 3 Items Refresh Filter: Enable
* Routing r‘ﬂ-: |f"'m'|hm|rm|sm&ﬂy2‘rm|1md‘lhhs‘
Domains
T ASM ACMG450 5061 TLS ASM LS ACMG450 —_—
Locations
T XssA ASM LS XS5A _—
Adaptations
SIP Entities Select : All, None
Entity Links
Time Ranges

Routing Policies
Dial Patterns
Regular Expressions
Defaults

» Security

} System Manager Data

b Users

For running plain SIP trunks via TCP, please use the SIP protocol stack with its
‘ ‘ default port (5060) for the Entity Links.

www.te-systems.de phone +49 5363 8195-0 fax +49 5363 8195-999 TE-SYSTEMS
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3.6 Time Ranges

The Time Ranges are used with their default settings.

» Elements Time Ranges

P E L
— E;irtl New Dup[icatel De[etel More Actions '|

b Groups & Roles

Lii il
ICENSes 1 Item Refresh Filter: Enable
¥ Routing |_|ll_n|M‘I-‘-n|l‘l|Fr‘sa|!h‘ﬂaﬂf—n‘£df—m|lbh§ ‘

Domains roy M B M B MM B gy
Locations

P Select : All, None

SIP Entities

Entity Links

Time Ranges
Routing Policies
Dial Patterns
Regular Expressions
Defaults

» Security

» System Manager Data

b Users

3.7 Routing Policies

The Routing Policies are used as shown next.

} Elements Routing Policies

P E i
e ﬂl MNew! Dupﬁcatel De[etel More Actions '|

} Groups & Roles

Licenses

3 Items Refresh Filter: Enable

" Routing r ‘ Name | Disabled | Destination Notes

Eei=ris [T To-ACMG450 O acucsso

Locations [T To-xssa o XS5A

Adaptations

SIP Entities Select : All, None

Entity Links

Time Ranges

Routing Policies
Dial Patterns
Regular Expressions
Defaults

F Security

} System Manager Data

b Users
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Routing Policy Details Commit| Cancel

General

* Name: [To-ACMG450 |

Disabled: [~
Notes: | ‘
SIP Entity as Destination
Select
ACMGASD 192.168.1.126 cM
Time of Day
add | view Gapsjoverlaps|
1 Item Refresh Filter: Enable

o] 24/7 L L L L o E L 00:00 23:59 Time Range 24/7

Select : All, None

Dial Patterns

Add| Remove

2 Items Refresh Filter: Enable
M o 4 36 = te-systems.de Laboratory Test Location PSTN Calls
- 1 3 3 te-systems.de Laboratory Test Location ACM Clients

Select : All, None

Regular Expressions

Add| Remove

0 Items Refresh Filter: Enable

www.te-systems.de phone +49 5363 8195-0 fax +49 5363 8195-999
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Routing Policy Details Cormﬂ:l Cancel

General

* Name: |[To-XSSA |

Disabled: [~

Notes: | ‘

SIP Entity as Destination

Select

XSSA 192.168.1.61 Qther

Time of Day
ﬂl Ranovel \ﬁewﬁa)sﬂ)va‘lwsl

1 Item Refresh Filter: Enable

o] 24/7 ~ L L ~ L = L 00:00 23:59 Time Rangs 24/7

Select : All, None

Dial Patterns

ﬂl Remove

1 Item Refresh Filter: Enable

r 77 3 3 = te-systems.de Laboratary Test Location XSSA via TLS/SRTP

Select : All, None

Regular Expressions

EI Remove

0 Items Refresh Filter: Enable

www.te-systems.de phone +49 5363 8195-0 fax +49 5363 8195-999 TE-SYSTEM
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3.8 Dial Patterns

The Dial Patterns for this environment are used as follows. Pattern 0 is used for allowing
PSTN calls while pattern 1 is related to the communication manager clients. The dial pattern
77 is related to the XSSA/XCAPI. Ensure that the dial pattern configuration is consistent with
the routing of the communication manager(s).

Home / Routing / Dial Patterns

} Elements Dial Patterns

} Events
ﬂl New Dupﬁcatel De[etel More Actions '|

} Groups & Roles

Li =
ICEnses 4 Items Refresh Filter: Enable
¥ Routing o ‘ Pattern ‘ Min | Max ‘ Emergency Call | SIP Domain Notes
Domains r o a 36 te-systems.de PSTN Calls
Locations r o1 3 3 a te-systems.de ACM Clients
Adaptations
N zz 3 3 o te-systems.de XSSA via TLS/SRTP
SIP Entities
Entity Links Select : All, None
Time Ranges

Routing Policies
Dial Patterns
Regular Expressions
Defaults

F Security

} System Manager Data

b Users

Home / Routing / Dial Patterns / Dial Pattern Details

Elements Dial Pattern Details —

Events
General

Groups & Roles

* -
Licenses Pattern: |U

~¥ Routing * Min:
Domains * Max:
Lefiiees Emergency Call: [~
Adaptations B

SIP Domain: te-systems.de *
SIP Entities
o Notes: [PSTN Calls

Entity Links
Time Ranges

iy G Originating Locations and Routing Policies

Dial Patterns ﬂl Remove

Regular Expressions 1Item Refresh Filter: Enable
Defaults u nri;'-r—nx-r-—n—-el“"lmrnl “““"-’I ‘l—k zA‘ Policy "‘“"""—'"""\' ‘Pﬁy ‘

b Security -

r Laboratory Test Location To-ACMG450 0 ACMG450
} System Manager Data
b Users Select : All, None

Denied Originating Locations

EI Remove

0 Items Refresh Filter: Enable
'l ‘ Originating Location Notes

www.te-systems.de phone +49 5363 8195-0 fax +49 5363 8195-999 TE-SYSTEMS
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b Elements Dial Pattern Details p—

b Events
General

b Groups & Roles

Licenses * Pattern: |1

~¥ Routing * Min:

Domains * Max:
Locations
Emergency Call:
Adaptations
SIP Domain: |te-systems.de *
SIP Entities
Entity Links Notes: |ACM Clients
Time Ranges
Routing Policies Originating Locations and Routing Policies
Dial Patterns Add| Remave
Regular Expressions 1 Item Refresh FiItE[:EnabIe
Defaults [~ oOriginating Location Name | _ Emr'f-,“'-ﬂm ‘ Policy ‘ Routing Policy ‘ Policy ‘
i Notes
b Security [nl
r Laboratory Test Location To-ACMG450 0 ACMG450
} System Manager Data
> Users Select : All, None
Denied Originating Locations
Add| Remave
0 Items Refresh Filter: Enable
'l ‘ Originating Location Notes

} Elements Dial Pattern Details Commit| Cancel
b Events
General
b Groups & Roles
G * Pattern: |77

¥ Routing * Min:

Domains * Max:

LEEiRET Emergency Call: [

Adaptations R

SIP Domain: te-systems.de =
SIP Entities
o Notes: [XSSA via TLS/SRTP
Entity Links
Time Ranges

Routing Policies Originating Locations and Routing Policies

Dial Patterns ﬂl Remove

s - 1 Item Refresh Filter: Enable
- o Routing Routing " Routing
Defaults [~ originating Location Name 1 Cridinating ‘ Palicy ‘ Rank 7 | Policy ‘ Crmp EEy ‘Pni:v ‘
Location Notes Name Notes
b Security
[T Laboratory Test Location To-XSSA 0 = XSSA

} System Manager Data
b Users Select : All, None

Denied Originating Locations
Add| Remove

0 Items Refresh Filter: Enable
I | originating Location Notes
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Transport Layer Security

TLS (Transport Layer Security) is supported from XCAPI version 3.3.129. You can freely
skip this chapter if run plain SIP trunk within your VolP environment. The requirements and
configuration procedure will be described in the next sections.

4.1 XCAPI SIP Security Additions

For using XCAPI SIP Security Additions (XSSA) it is necessary to run the XSSA installer,
currently xssa-1.2.10-r2438, on the application/XCAPI server.

It is also possible to use the XCAPI SIP Security Additions (XSSA) application for generating
RSA keys, self-signed certificates and certificate signing requests.

Please note that those RSA keys will be generated within the folder where the xssa-1dr
executable is called.

RSA Keys

For this example the XSSA-loader (xssa-ldr) is used to generate a 2048 bit RSA key via the
command line interface. The private key is stored as 192.168.1.61-private.pem Whilst the
192.168.1.61-public.pem filename is used for the public key.

The command line for this is used as follows:

C:\>xssa-ldr crytool generate rsa --bits=2048 --private=192.168.1.61-private.pem
--public=192.168.1.61-public.pem

CA-Signed Certificate

The private key can also be used to generate a CSR (Certificate Signing Request) file for
requesting a CA-signed certificate. Please set the values for the parameters cn and idn to the
IP address of your XCAPI server.

The next example shows how to create the 192.168.1.61-csr.pem file which is used for re-
questing a CA-signed certificate.

C:\>xssa-ldr crytool generate csr --private=192.168.1.61-private.pem --cn=192.168.1.61--idn=192.168.1.61
--csr=192.168.1.61-csr.pem

www.te-systems.de phone +49 5363 8195-0 fax +49 5363 8195-999 TE-SYSTEMS
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4.2 Add End Entity

Add a new End Entity using the predefined INBOUND_QUTBOUND_TLS profile and define a new
username and password. The CN, Common Name field has to match the IP address of the XCAPI
server. The value Certificate Profile has to be set to ID_CLIENT_SERVER. Select PEM file as
value for the Token field and click Add End Entity to create the new user profile.

The username and password values will be used in the next step, enrolling a server certificate
for the XSSA.

Home / Security / Certificates / Certificate Authority

Add End Entity

Basic Functions

Edit Certificate Profiles End Entity Profile[INSBOUND_OUTBOUND_TLS ~| Required
Edit Publishers USEmamE‘IXSSA—TLS =4
Edit Certificate Authorities Password[essesees ]
Confirm Password|u-"".
Edit User Data Sources Emaill @ u

Subject DN Fields
Edit End Entity Profiles

CN, Common Name|192 168 1.61 =
Add End Enti
&Y CN, Common Namel -
List/Edit End Entities L .
0U, Organization UnltISDP (]
0, OrgamzatmmlA\iAYA -
Approve Actions
pe C, Country (IS0 3166)[US ]
View Log
System Functions Certificate Profile| ID_CLIENT_SERVER ¥ =
System Configuration Ca|tmdefaultca 'I =
Edit Services Token | PEM file - =

Public Web Add End Entity Resst

www.te-systems.de phone +49 5363 8195-0 fax +49 5363 8195-999
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Enroll the server certificate for the XSSA with the content from the CSR file generated in step

4.1, CA-signed Certificate.

+ Create Browser Certificate

« Create Server Certificate
- Create Keystore
Hewz
+ Fetch CA & OCSP Certificates
+ Fetch CACRLs
+ Fetch User’s Latest Certificate
Smlmners
+ ListUser's Certificates
+ Check Certificate Status

+ Administration

[

www.te-systems.de phone +49 5363 8195-0 fax +49 5363 8195-999 TE-S

Enroll For Server Certificate

Please give your username and password, paste the PEM-formated PKCS10 certification request into the

field below and click OK to fetch your certificate.

A PEM-formatted request is a BASE64 encoded PKCS10 request starting with
————— BEGIN CERTIFICATE REGUEST---—-
and ending with

77777 END CERTIFICATE REQUEST-————

 Enroll

Username IXSSA—TLS
Password IXSSA_TLS

MIIChTCCANOCADAXMRUWEWYDVQODEwwXOT IuMT Y4LjEuNjEwggEiMAOGCSgGE5Ib3
DQEBAQUAR4IEDWAWgQEKA0IBAQDF92EeuleNuTcmgzTtE/ 93yrkDvPrSITuELKWE
[EThpSfyPryV4CZe1YKT/ g0YbHIK2vvbo IvUFCYYPRZvSIKAM3dezlkhJC3L1gItd
I TkrKh/R3noARpD3JgST8SapypIYMEXYOMSGlwpohYOh IHvUBG4090Gw3xb4gxDld
6LEK4CI35F+]03vZiFka+akZxgcvEpCbrENBIo3YVN/ S8pRACOAS/AR3ALJCOZZaW
9=PJ1dEMdG4k0RX0PKOEWKER T TNLEXrwGYHkgvp66+TtR2CE/ SwitNFQXAURRG3WOS
So2yApl9eJUjCaHséMPpaxFmgodKuorhktc6y0hKoLWWXxe TAgMBARAGOKjAoBgkg
[nkiGSwOBCQ4xXGZAZMBCGRIUMEQQOMAECDDE 5Mi 4N guMS542MTANBgkqhkiGIw0E
AQUFAROCAQEAI4dECobg3gUuZSYKRpaUST4N/ 0dfaS6JcH38FNGT+hhNTkEpaplF
rgOhqlbzjNKoz02PmOr0BEkfa4Dpon3EgsVGOBEBgrxFIyPf+sWrel1CNMYEM=side
66VJI1AUI4 AR TZ1RNbI X0 LeSI7YeWNINFJoyX4B] JA4nvskVRNODi I8Ka 3KGNMD:
©5k12JVHQ2bicySzYiQfsHZpd oWVLINACKCT4uzk T Ivh51vqhlXvUZDiBiZzArSp
S0UrrgR4JdnMe+s0iPRFaJ2HOWRESSIghZahThya6p08Yy2bHz ZdFpLylgl¥1TIRS
I+20LEmmaDgNP5U2zZee5gWEd2+04/19fg==

————— END CERTIFICATE REQUEST-—--

Result type IF‘EM Certificate =

TEM
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4.3 Preparing the XSSA CA Certificate

Save the file with the generated XSSA certificate to your local system and open the file with
a text editor. Copy and paste the part of the private key and certificate and store them to
separate .pen files.

Bag Attributes
friandlyName: 152.1668.1.61

Bag Attributes

friendlyNams: 152.168.1.61
subject=/CN=sascha.te-systems.de/CN=
192.168.1.61/0U=SDP/O=AVAYA/C=U3
issuer=/CN=defaul t/OU=MGMT/C=AVAYA

gIIBHZFO
SGAIUEC

Bag Attributes

friendlyName: default
subject=/CN=default/OU=MGMT/O=AVAYA
issuer=/CN=default/OU=MGMT/C=AVAYA

MIICQ]CCRaugAwWIBAGIIVNEMFz/W1r¥wDQYJRoZ ThvcNAQEFBOAWMTEQMAAGALUE
AwwHZGVmMYXVsdDENMASGA1UECWWETUNVDECMAWGA 1 UECgwFQVZBWUEWHh cNMTAx
MDI1MDgwNzQ2WheNM] AxMDI yMDgwNzQ2W] AxMRAWDgYDVQQDDAdk ZWZhdWx OMQOw
CwYDVQQLDARNRD 1UMQ4wDAYDVQORDAVEVEFZQTCEnzANBgkghkiGIw)BAQEFALCE
QAW YkCgYERMURGEVIHELYWLTM4EaGENILGEGYGWY ZphUQBYzUl1PiaG1lUYsLEn
RwSCEhIgfgb0Rt PpMpNOBUIa 7 rilgw3SeCXCaacutWibmPsBdg+WRQp 7T réxglQIv
X+ZVB5asMSEPWROGCFCdLgziCplog296PiddgzKppeQdBhORw/ FI8NwkCAWERAaN]
MGEWHQYDVROOBBYEFPe/ JUS30M59%h3w0rUyuvrUlV+bpMASGR1UAEWER/ wQFMAME
Af8wHwYDVR0OjBBgwFoAUS781Tnegzn2HfDStTRE+LTVXSukwDgYDVROPAQH/BAQD
AgGGMADGCSqGSTh3DQEBBQUARSGEATIWIS0t]S1EVEtURUTGeDXkpoS1KE84/rd0c
KBv/924awMtBiqz760%cwl 58X/ xTwAXmLLyT70QkxBVCRixh+PneMz/frB8/3Qf
WLIxjAdx1LryERiEVvEmzjA] culbldtpUAnRw2t/eV3XysuE7 frdVn+fCm2y516F
PlcUa/BE

phone +49 5363 8195

fax +49 5363 8195-999

competence in e-communications.



Avaya Aura Session Manager 6.0

Import the certificate that has been signed by the System Manager CA and its private key into
the XCAPI configuration.

[l xCAPI Configuration =] 3]

File View Help
o | =
8] =E] ¢
Configuration | Certificate |Trusted Certificates | Optians |
] information tificate and Private Key
)
-2 Licences (XCAPI 1000 Lines +Fax) During TLS connection it i i e
- [J caPr 2.0 Options using a certificate and the corresponding RSA private key.
i8 Trace
Fax
=- B8 Controller Certificate ||32.1.6!!.1.61 = X
[=-EB Avaya Aura Session Manager RSA Private Key Imﬁi‘ﬁb'@‘vmt* = ¥
gl SIP

* <# Audio Properties
HB Metwork
& Supplementary Services

2 Telephone number -filter
i Tweaks

[]..@! Audioparts

-4y H.323 Tweaks

-4 S1P Tweaks

Download the required Avaya Aura Session Manager CA certificate from
/opt/Avaya/asset/packages/active-version/etc/cert/ca.

Server: | fopt/Avys/sssetjpackages/ssset4.0. 1.0.50 1003-swjetc/certjca
=/

2 bin

2 boot

2 dev

2 et

2 home

2 b

2 Licenses
£ lost+found
2 media

2 misc
2 mnt
2 et
B opt
# |, ASMinstal
2. ASMinstall previous
L Avaya
B asset
B ). packages
2 active-version
B . asset-6.0.1.0.601003-sw
. 2 bin
L OER ete
; B cert
2 activeCertieyFie
2 actveServerCertFie
2 actveTrustedCAFie

[
e
Slalca.crt 10,537 01.11,2010 14:52:00 N -NTX root root
D all-ca.crt.backup 10.537 01.11.2010 14:52:00 XX root root

default-al-ca.crt

www.te-systems.de phone +49 5363 8195-0 fax +49 5363 8195-999 TE-SYSTEMS
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Make a backup of this file, rename it by your needs (session-manager-ca.pem) and change the
file type to .pem for importing the file as trusted certificate into the XCAPI controller.

[l xCAPI Configuration =] 3]

Fle View Help
|@ [Z[E] @
Configuration | Certificate Trusted Certficates | options |
] information eSS
-5 Licences (XCAPI 1000 Lines + Fax) During TLS connecti aremote peer . T rraeE
1[5 caPr 2.0 Options presented by this peer.
i8 Trace
Fax
(=8 Controller | = X
=-EI§ Avaya Aura Session Manager = |
gl SIP avaya development team
[ s Avaya Manufacturing Subordinate CA
B CAP1 2.0 Avaya Product Root CA
* <# Audio Properties SCCAM Server Root CA
B Network Avaya Call Server
Supplementary Services SIP Product Certificate Authority
[ Codecs
@ Telephone-number -filter
% Tweaks
@< Audioports
-4y H.323 Tweaks
iy 4y sTP Tweaks

The Do not validate any certificate presented by a remote peer should NOT be enabled.

=lai

Fie View Help

|a [ =E] e

Configuration | Certificate | Trusted Certificates Options

..[g] nformation ficate Validation
[ 29 Licences (XCAPI 1000 Lines +Fax)

1f, ity of th ication i
[ capt 2.0 0ptions validation can be omitted safely,
18 Trace
Fax
=8 Controller ™ Donot y certi a pe
=-EI§ Avaya Aura Session Manager
Logil SIp
[Sc) ﬁl 20
L& audio Properties
H Network
4) Supplementary Services
& codecs
@ Telephone-number -filter
% Tweaks
-« Audioports
-4y H.323 Tweaks
148y STP Twesks

by other means (IPSEC, etc.) certificate

www.te-systems.de phone +49 5363 8195-0 fax +49 5363 8195-999 TE-SYSTEMS
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4.4 XCAPI Controller - Configuring TLS/SRTP

Review the XCAPI controller settings for enabling TLS/SRTP capabilities.

The setting Use XCAPI SIP Security Additions for this controller must be enabled for
using TLS and SRTP.

[l xCAPI Configuration =] 3]
Fle View Help
|m=Elle
] information SIP Security Additions
[ Licences (XCAPI 1000 Lines +Fax) *fou have installed the XCAPT SIP Security Additions. Please dedide if these should be
] B CAPT 2.0 Options enabled for this specific controller, If enabled all features that cannot be secured according
2 Trace to current technical standards won't be available.
Fax
B8 Controller [ Use XCAPI SIP Security Additions for this controller
[=- BB Avaya Aura Session Manager ™ Disable TLS/SRTP

LopE TS

[F car1 20

<& Audio Properties

B} Metwork
Supplementary Services
: codecs

£33 Telephone-number-fiiter
i Tweaks

[]..@! Audioparts

-4y H.323 Tweaks

-4 S1P Tweaks

The Default SIP Domain must be equivalent to your environment. For this example the SIP
domain is used as shown in the chapter Domains on page 7.

(7@l XCAPI Configuration _|O| x

File View Help
=
|@[=E]e
[#] mformation i
-3 Licences (XCAPI 1000 Lines + Fax) These information are required to establish a connection and are used to authorize the user
[ cAP1 2.0 Options at the registrar andjor prasey as well. The “contact” field may be used to provide a special
S value for the contact header replacing the default.
48 Trace
[ Fax
- 58 Controller I
-E§ Avaya Aura Session Manager Password |
TS
[ cap1 2.0 el f
(? Audio Properties Contact I
R Network
-/ Supplementary Services ~SIP Domain and
J(fji— Codecs The "Default SIP Domain™ will be appended to any SIP address with a missing domain-part.
| Tekeshone umber-ier The Locd SIP Doman” vl b apperded ta any loclSIP acdress .. n a FROM heacer)
8 Twesks
-2 Audioports Default SIP Domain [te-systems.de
-4 H.323 Tweaks )
- TP Tweaks I Local SIP Domain |
[~ Enable SIP Registration | pefait =]

www.te-systems.de phone +49 5363 8195-0 fax +49 5363 8195-999 TE-SYSTEMS
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The proxy is related to the Avaya Aura Session Manager's SM-100 interface.

Il
File View Help

LG

Configuration |

[#] nformation Please enter the hostname or IP address of your SIP Proxy below. Automatic falover is
-2 Licences (XCAPT 1000 Lines +Fax) supported if the list contains multiple SIP Proxies.
- [HF caPT 2.0 Options

18 Trace

=r.- [¥ Enable SIP Proxy

=- B8 Controller |
[=-B8 Avaya Aura Session Manager
L | Proxy [Port ]
@S 192.168.1.19% Default

L[ caprzo

<& Audio Properties

ER Metwork

) Supplementary Services

[ Codecs

£33 Telephone-number filter

B Tweaks

-+ Audioports

ri7-48y H.323 Tweaks

13-4y STP Twesks

stp | options Proxies | protacal | Timer | Overlap sending | Fallover and Overfiom

G

The protocol settings should be used with their default values.

Linix]
Fle View Help

LR

~[#] information
-5 Licences (XCAPI 1000 Lines + Fax)

SIP options:

These options control several options of the SIP protocol. It is recommended not to change

1[5 caPr 2.0 Options the these options until problems arise,

i8 Trace

Fax Preferred Transport [prefer TCP aver DP =l
(=8 Controller

[=-EB Avaya Aura Session Manager . Local port for LDP/TCP 5080

Local port for TLS 5061
Max Forwards 70

<& Audio Properties TCP Policy IMassagE j
B} Network Diversion Handling IF\rst Diversion Header j
4) Supplementary Services -
Cadecs ¥ Allow applications to set the calling-number
5 Telephone-numberfilter L1 szl shert Hzaders
B Tweaks [ send User Agent
[]..@! Audioports I~ Send Keep-Alive Packets
-4y H.323 Tweaks I Dontt send Record-Route Header
iy 4y sTP Tweaks
Please select the allowed tication sch: Since the ‘and password won't
be encrypted in the basic tication scheme, itis. o use the basic

BN

www.te-systems.de phone +49 5363 8195-0 fax +49 5363 8195-999 TE-SYSTEM
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The Session Expiration timer must be equivalent with the values of the session and
communication manager.

[l xCAPI Configuration

Fie View Help

=1olx]

| =g e

] information Timer
[ Licences (XCAPI 1000 Lines +Fax) These timeouts in seconds determine how long the system waits for certain events before a
] B CAPT 2.0 Options default behaviour is applied or an error is reported, The value "0" means that the default
2 Trace timeout should be used.
Fax Call retention o
&=+ Controller Retransmit on no response. o
=-EI§ Avaya Aura Session Manager ~ -
i Retransmit after provisional response [0
Logl TS Final response 0
[F car1 20 Alert l"—
* <# Audio Properties
B Network Ack o
Supplementary Services Keep-alive 0
[ Codecs
STUN Keep-Alive o
@ Telephone-number -filter
B Tweaks REGISTER Expiration 0
#1407 Audioports Session Expiration EZ
-4y H.323 Tweaks
iy 4y sTP Tweaks TCP Connect u
TCP Disconnect o
TCP Retention (Message) o
TCP Retention (Trunk) o
TCP Retention (Call) o

Please ensure that the XCAPI controller tweak XSSA_MCTTP_Profile is valued with 0 for en-
abling TLS/SRTP interoperability between the XSSA and the Avaya Aura Session Manager.

File View Help
|o [ =8
Cﬂ'lﬁglahml Tweaks

[#] mformation
[+- %2 Licences (XCAPT 1000 Lines +Fax)
-[HF CAPI 2.0 Options

Tweaks are used to alter the behaviour of the system in conjunction with certain terminals. Using
tweaks it is possible to adjust the system to the peculiarities of some terminals.

48 Trace
[ e
B8 Controler |x55A,MCTrP,PRDFILE |n O
(- B8 Avaya Aura Session Manage - 192.168. 1.61 e [value |
s | %2 REINVITE_UNSUPPORTED 1
S ETs CTTP_PROFILE
[ caprzo

<& Audio Properties
R Network
-« Supplementary Services
f codecs
€2 Telephone rumber-fiter
£ 8 Tweaks

% Device spedific
<5 Audioports
-4 H.323 Tweaks
-4ty STP Tweaks

TE-SYSTEMS
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Secure Real-Time Transport Protocol

For running SRTP, which is necessary when using XSSA proxy with enabled transport layer se-
curity, you have to ensure that the SIP entities, SIP clients and media gateways are using the
correct media encryption values.

Beside of the communication managers IP codec set(s), it is also important to enable the accord-
ing media encryption for all involved session manager SIP clients within the 46xxsettings.txt
configuration file.

For XSSA/TLS/SRTP interoperability, the media encryption value must be used
with 1-srtp-aescm128-hmac80. For plain SIP trunking via TCP, please set the
media encryption values to none.

SIP Trunking without TLS/SRTP

If using the SIP via TCP protocol method between the communication manager, the session
manager and the XCAPI/XSSA you have to ensure that the according protocol settings for the
SIP Entities, SIP Links and, if needed, the communication managers Signaling Group is
related to the SIP/TCP transport method and the default port value 5060. Further, any media
encryption has to be disabled for the communication manager(s) IP codec set(s) and the session
manager(s) SIP clients.

Ensure that the XCAPI SIP controller option Disable TLS/SRTP is active.

[l XCAPI Configuration o [=] 3}
Fie View Help
ILINEIE
Configuration | SIP | options | Provies | Protocol | Tmer | Overlap sending | Failover and Overflow |
----- [#] mformation SIP Security Additions

(- Z Licences (XCAPI 1000 Lines + Fax) You have installed the XCAPI SIP Security Additions. Please dedide if these should be
9 0: XCAPI 1000 Lines + Fax
w1 [BF APt 2.0 Options
18 Trace
.[2] Fax
=- B8 Controller
=-B¥ Avaya Aura Session Manager
Log TS
L[ caprzo
- & audio Properties
ER Metwork
) Supplementary Services
< Codecs
£33 Telephone-number filter
B Tweaks
-+ Audioports
ri7-48y H.323 Tweaks
13-4y STP Twesks

enabled for this spedific controller. If enabled all features that cannot be secured according
to current technical standards won't be available.

[V Use XCAPI SIP Security Additions for this controller
[ Disable TLS/SRTP

www.te-systems.de phone +49 5363 8195-0 fax +49 5363 8195-999
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Fax Services

In this chapter, we are going to describe the necessary configuration for using Fax services in
meaning of T.38 and Softfax.

7.1 Software Fax

With the software fax mode, the XCAPI simulates an analogue Fax device by transmitting mod-
ulated Fax-signals modeme-like over the established audio channels. To configure the software
fax mode, please open the XCAPI configuration utility and select in the advanced configuration
mode the SIP controller assigned to the gateway.

Open the configuration tab labeled Features. Enable the Softfax mode by setting the Always
use software fax over audio channels option and save the changes to the XCAPI controller
configuration.

=I0ix]
File Wiew Help
=
L] | @
[#] mformation [Simulate ECT-
(-5 Licences (XCAPI 1000 Lines +Fax) In cases where the environment does not support call-transfer operations it is possible to
[]..B CAPI 2.0 Options simulate call-transfer by call-tromboening (ine-interconnect).
48 Trace
[3] Fax [~ simulate ECT by call-tromboning (ine-interconnect)
=- B8 Controller [¥ Notify destination
¥ Tunnel signaiing i S
[~ Try path replacement
I~ Hold/Retrieve relay
<8 Audio Properties Codecs-
- B Network. These features affect the behaviour of the system in some situations and will be applied to
Supplementary Services each connection of this controller.
+).4f- Codecs
[ Telephone-number-filter ¥ Always use software fax over audio channels
8 Twesks [ Always use software madem over audio channels.
-+ Audioports
-4 H.323 Tweaks
-4 SIP Tweaks
2
www.te-systems.de phone +49 5363 8195-0 fax +49 5363 8195-999 TE-SYSTEMS
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Please review the XCAPI controller tweaks and ensure that the REINVITE_UNSUPPORTED tweak
is enabled (valued by 1) for interoperability reasons. This tweak will suppress any further SIP
invites for refreshing the current SIP session.

[l xcAPI Configuration =] 3]
Fle Wiew Help
o | =
|a| | @
Configuration | Tweaks
] Tnformation Tweak d to alter the fiour of the system in conjunction with certain terminals.
-2 Licences (XCAPI 1000 Lines + Fax) Using tweaks it is possible to adjust th to the ities of some terminals.
[ capr 2.0 Options
i8 Trace
Fax
£ B8 Controller |REINVTI'E_UN5UPPORTED |1 O ®
-8 Avaya Aura Session Manager . Na

g se A UPPORTED

~Ems %554 MCTTP_PROFILE 0
[ capr 2o

L. Audio Properties

) Network.

Supplementary Services

[© Codecs
5 Telephone-number-filter
E‘ % Tweaks

. 8 Device specific
@3- Audioports
-4y H.323 Tweaks
- 4y STP Tweaks

You have to use Software Fax for facsimile interoperability within TLS/SRTP
environments. Ensure that all T.38-related settings within the IP codec set(s)
are disabled.

www.te-systems.de phone +49 5363 8195-0 fax +49 5363 8195-999 TE-SYSTEMS
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7.2 T.38 Fax

Please ensure that T.38 is enabled and capable for the involved media gateway(s).

When using T.38 it is mandatory that T.38 - UDP Codec is enabled within the XCAPI controller
configuration.

[ xcror commauration —— N =T

File View Help
ja[=E] e
[#] tnformation Each codec activated be selected incal The order of the
52 Licences (XCAPL 1000 Lines +Fax) codecs determines their priority.
=-[J cap 2.0 options
i8 Trace
Fax -
Codec [ Samplercte | Packetime

=-H3 Controller

B8 Avaya Aura Session Manager Audio Codecs

B s JITU 71T pLaw B4 kbit] 8000 Hz 20me
S TS I ITU B.711 AcLaw [B4 kbit] 2000 Hz 20 ms
ic} CAZ‘ 20 O <6 Peu 16t (L18) 000 Hz 20ms
Al P ti -
i % N“tv':’ :’De' == O<¢-eTsiGsMe10 000 Hz 20ms
jetwor )
£ ) scpplementary Services O imuc.res 8000 Hz 20ms
= Codecs Fax Codecs
ITU G711 p-Law [64 kbit] (8000 Hz)
ITU G.711 A-Law [54 kbit] (8000 Hz) | 17.33-UDP
T.38 -UDP -
Telephone-Event (RFC 2833) Ausiliary Codecs
] Telephone-number-filter Telephane-Event [RFC 2833)
-5 Tweaks

< Audioports
-5 H.323 Teaks
-5 SIP Tweaks
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The option Always use software fax over audio channels has to be disabled within the
XCAPI controller's Features tab configuration.

Iai]
File View Help
|a[=E]e
] information Simulate ECT
-2 Licences (XCAPI 1000 Lines + Fax) In cases where the environment does not support call-transfer operations it is possible to
e} B CAPI 2.0 Options simulate call-transfer by call-tromboning (line-interconnect).
i8 Trace
Fax [~ Simulate ECT by call-tromboning (ine-interconnect)
=- B8 Controller [¥ Notify destination
=N nai [ Tunnel signaling i ion to
l &l s [~ Try path replacement
Lo TS -
H g [~ Hold/Retrieve relay
L capr 20
* <# Audio Properties Codecs
‘PNEMWk These features affect the behaviour of the system in some situations and will be applied to
+] o Supplementary Services each connection of this contralier.
¢ codecs
£33 Telephone-number-fiiter I~ Always use software fax over audio channels.
B Tweaks [ Aways use software modem over sudio channsls
@< Audioports

-4y H.323 Tweaks
iy 4y sTP Tweaks

Please note that T.38 is not supported within TLS/SRTP environments.

h
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Exclusion of Liability

Copyright © 2010 TE-SYSTEMS GmbH
All rights reserved

This document, in part or in its entirety, may not be reproduced in any form without the prior consent
of TE-SYSTEMS GmbH.

The information contained in this document was correct at the time of writing. TE-SYSTEMS GmbH re-
serves the right to make any alterations without prior notice.

The utmost care was applied during the compilation of texts and images, as well as during the creation
of the software. Nevertheless, no responsibility can be taken for the content being accurate, up to date
or complete, nor for the efficient or error-free operation of the software for a particular purpose. There-
fore, TE-SYSTEMS GmbH cannot be held liable for any damages resulting directly or indirectly from the
use of this document.

Trademarks

All names of products or services used are trademarks or registered trademarks (also without specified
indication) of the respective private or legal persons and are therefore subject to legal regulations.

Third Party Disclaimer and Limitations
This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/)
This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).
This product includes software written by Tim Hudson (tjh@cryptsoft.com).

This product includes source code derived from the RSA Data Security, Inc. MD2, MD4 and MD5 Message
Digest Algorithms.

This product includes source code derived from the RFC 4634 Secure Hash Algorithm software.

TE-SYSTEMS GmbH

Managing Directors Andreas Geiger
Oliver Kérber

Address Max-von-Laue-Weg 19
38448 Wolfsburg
Germany

Tel. +49 5363 8195-0
Fax +49 5363 8195-999

E-Mail info@te-systems.de
Internet www.te-systems.de
www.xcapi.de
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